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Cybercrime as a Service
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Multiple thefts...and rediscovery.. of empty containers

The Port of Antwerp handles over 10million containers per
year — that's over 40 crane movements per hour

One specialised container handling company had a number

of thefts from containers — containers that contained zinc and
iron

A simple theft?

Not quite
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How to collect a container at

Antwerp

* The receiving company contacts the Antwerp shipping agent
to arrange to collect their container

« The shipping agent creates and issues a PIN number to the
receiver by email. This is then given to the lorry driver

 The lorry driver arrives at the Port and gives the PIN to the
shipping office

e Once verified, the driver
gives the PIN to the crane
driver and the container is
loaded

» Fast, efficient...and secure?
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The crimes continued

Empty containers were recovered — at the Port — with no
evidence of a break-in

Two shipping agents had losses from containers

Each loss was recorded as a theft and investigated
individually as a “simple” theft

Then one of the shipping agents reported a burglary at their
office (also at the Port)...but nothing was stolen
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« CCTV showed two men, dressed in suits, entering the offices
late at night

« Federal Investigators attended after a local police officer
realised the modus operandi was strange (why was nothing
stolen?)
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Breakthrough

« Errant WiFi signals throughout the office

« Cyber-team deployed and searched (evidence preservation)




@WNODC

N United Nations Office on Drugs and Crime

Thepompromise
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PWNIE plugs
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Wall jack or switch Client PC
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What’s under YOUR desk?

A power socket...or a PWNIE plug?
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S0....
 The Organised Crime Group had TOTAL control of the

shipping agent network. But why?
PIN numbers

PINs were being issued for containers by two
employees.

Further investigations revealed both women had
accepted ADOBE FlashPlayer Updates on their
computers by clicking a hyperlink in an email:

Social Engineering, Spear Phishing and MALWARE
deployed
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Total Control — multiple vectors
Technical surveillance team deployed

WiFi signal...from the car park?
Key loggers
Malware

PWNI

Brief surveillance of the target

Geographical and jurisdictional problems near Antwerp
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Coordinated International Investigation

* Cross-border surveillance (Belgium and Netherlands)
« Malware traced by IP address to South America

« Research of compromised containers now suggested
cocaine trafficking — not metal theft

« |IT Security and Penetration Testing
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From Colombia to Belgium
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Result

Large seizures of cocaine

Multiple arrests

Significant organisational learning — and excellent first

report...from a non-specialist investigator
Cyber is not just about computers

Private-sector, Shares and Due Diligence concerns
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The Darknet

The Darknet is a collection of thousands of websites that use
anonymity tools like TOR to hide their IP addresses.

It's most known use is for black-market drug and weapon sales
and child abuse.

It can't be accessed from a regular internet browser like IE,
Firefox or Chrome.

TOR, The Onion Router, is the most popular way to access the
Dark Web.
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Live Demonstration
(hopefully)

== Encrypted by Tor

« Not encrypted by Tor
’ To

r client

g r_) Tor i
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Middle relay %

Exit relay
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Hidden Services: firearms, drugs and

online child sexual exploitation
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